Developing a simple burglar

alarm using Arduino
CHAPTER 1 — PIR MOTION SENSOR

®
.= The Education University
—— 01 fong nong Library
FOrRA AR rraT e reR RV
Not for publication or further reproduction.




After studying this chapter, you will be able to:

1. Point out the rationale of a PIR motion sensor

2. State how a PIR motion sensor can help detecting suspicious

physical behavior

/ 3. Connect a PIR motion sensor to an Arduino Mega 2560 mainboard

4. Program the PIR motion to trigger other components
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* Supposed you are asked to set up an alarm, such
that any approaching suspicions at night will trigger

some sort of warnings (e.g. flashing LEDs, activating

loud siren(s)), in what way can you detect such kind

// of behavior?

) Tl If you are trying to detect a suspicious person nearby,

s ——. i ——

o thenwhat will a human or animal body emit?
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Chapter 1 - PIR Learning PIR sensor

. . : : Preparation Connection Practice Challenge
motion sensor objectives introduction P &

Since a human or animal body will emit heat energy

(in a form of infrared radiation) = using a passive

infra-red (PIR) sensor may help detecting if there § e Lons

are any person in a certain range

A PIR sensor will not:

* Actively emit any kinds of energy for object detection

thstead) it will:

Wait for infra-red energy from objects for object detection



Chapter 1 - PIR Learning PIR sensor

: .. : . Preparation Connection Practice Challenge
motion sensor objectives introduction

Preparation

1x Arduino Mega 2560 Mainboard

1x PIR motion sensor

1x breadboard
3x female to malejumper cable

1x LED module




Breakdown of PIR sensor
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Chapter 1 - PIR Learning PIR sensor

. . . . Preparation Connection Practice Challenge
motion sensor objectives introduction P &

Con nectIOn 3. Connect the digital pin 22 to the

breadboard as shown in the picture
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4. There are 3 pins on the PIR sensor.
The leftmost is VCC, the middle is
digital in, and the rightmost is GND

Arduino

POWER ANALOG IN
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1. Connect the 5V pin (on the eo%J [eeese scsse seese ssces

mega 2560) to the positive row SRR TTeToroer

(+5V power) on the breadboard DRSS ASRERERd 5. Connect the VCC pin to the positive

............. row on the breadboard, the digital pin
to the jumped digital pin 22, and the

the GND pin to the SEEESERERERER ground pin to the negative row

w (ground) on the I

fritzing
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. .. . . Preparation
motion sensor objectives introduction P

Practice

Now open the Arduino IDE,
and make sure you have
selected the correct board

type. (In our example, Arduino

Mega 2560 should be selected)

Connection Practice Challenge

Arduino Mano

Arduino/Genuino Mega or Mega 2560

Arduino Mega ADK

Arduino Leonardo

Arduino Leonardo ETH

Arduino/Genuino Micro

Arduino Esplora

Arduino Mini b | Arduino 1.8.8
Arduino Ethernet E"Fi'

Arduino Fio Auto Format
Arduino BT Archive Sketch
LilyPad Arduino USB Fix Encoding & Reload
LilyPad Arduino Manage Libraries...
Arduino Pro or Pro Mini Serial Monitor
Arduino NG or older Serial Plotter
Arduino Robot Control

Arduino Robot Motor

ArduBlock

S WiFi101 / WiFiININA Firmware Updater
Arduino Gemma

Adafruit Circuit Playground Board: "Arduino/Genuino Mega or Mega 2560"

2

Ctrl+T

Ctrl+Shift+1
Ctri+5Shift+M
Ctrl+Shift+L
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P ra Cti Ce File Edit Sketch Tools Help

1. Declare a constant integer for storing

the pin no. for transmitting data / an “onst int PIRSensor - 22}

int sensorValue = 0;

integer for storing sensor value

2. Set the baud rate (for serial
monitoring the sensor data) & set
the dedicated pin to input mode

3. Read the PIR sensor data and print

it to serial monitor for every second
—




Chapter 1 - PIR

Learning PIR sensor

motion sensor objectives introduction Preparation
Practice
* Now open the serial monitor
e |f the cable connections and the

coding are correct, you can see some
similar values on the serial monitor

as shown on the picture
* “1” means the PIR sensor has
detected movement from

human/animal, and vice versa.

Connection Practice

€ sketch_mar15a | Arduino 1.8.8

File Edit Sketch Tools Help

Auto Format
Archive Sketch

sketch_marlsa Fix Encoding & Reload

int le Serial Monitor
g S0 '1:-\."-3.

Challenge

Ctrl+5Shift+1
Ctrl+Shift+M
Ctrl+Shift+L




Challenge

* |f you want to use the PIR sensor to
trigger an alert (i.e. when the PIR sensor

has detected motions, lighten multiple

LED units), in what way should vyou

.
// connect and program the related modules? T

* Is using only a PIR sensor can ensure all

ovements can be detected?
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After studying this chapter, you will be able to:

1. Briefly describe the use of event-driven programming
2. Demonstrate the steps of connecting LED units to Arduino
3. Program a PIR sensor to trigger LED unit

4. Program multiple LED units to form advanced effects (e.q. flickering)




* In the last chapter, you have learned how to

implement a PIR sensor.

* However, is that enough for a burglar alarm?

// —> A burglar alarm have to at least be able to give

warnings (signals) upon detecting suspicious behavior

In what way can a burglar alarm deliver warnings?

$‘ w35 BouigationUniy S at related modules should be used?
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* A burglar alarm can deliver warnings in a variety of ways:
- E.g. Emitting siren
- Light blinking
- Sending alert SMS

* In this chapter, LED units (single color) will be used as an

/
example

Be extra careful when connecting the LED units

nose pins under the LED units are rather weak, using force to handle
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: ., : . Preparation Connection Practice Challenge
units objectives introduction P &

Preparation

1x Arduino Mega 2560 Mainboard

8x male to male jumper cable

4x LED module
4x 2200hm resistor

---outputs from chapter 1---




Breakdown of LED module
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: ., : . Preparation Connection Practice Challenge
units objectives introduction P 8

Connection (based on chapter 1 output)

- PR WA
o .- 2. Connect a 220ohm resistor to the
. X u column (same column to the DIGITAL
. : OUT pin) on the breadboard
1 : © OJGIHIVRR ,
. - Arduino =2 g
® 3. Connect the LED digital pin to the
__________ digital pin 23 on Arduino MEGA 2560
1. Connect the LED unit to the ffff:ffffff'::::::::::::::::::
breadboard ‘

ttttttttttttttttttttt
ttttttttttttttttttttt

SESEEREEY  ERRERRRERRRY 4. Connect the LED GND pin to the
ground column on the breadboard

ooooooooooooooooooooo
oooooooooooooooooooo

fritzing
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Practice (based on chapter 1 output)

sketch_marlSa §

1. Declare a constant integer for storing
the pin no. for LED digital pin

2. Set the dedicated pin to OUTPUT mode

3. If PIR sensor detected motion,
illuminate the LED. Otherwise, turn it off.




Challenge

* How about if you want to strengthen the alert

effect by using multiple LED units, and adding

some effects to them ?

// * Blinking




Chapter 2 - LED Learning LED unit
units objectives introduction

Challenge (TIPS 1)

Preparation Connection Practice Challenge

fritzing




Chapter 2 - LED Learning LED unit
units objectives introduction

Challenge (TIPS 2)

- ledPin = 13;
. ledPin2 = 12:

- 1ledPin3 11;
- ledPindg 10;

What does while(1) mean?

Preparation Connection

vold ledLoop () {
while (1) {

Write (ledPin2,

alWrite (ledPin3,

e
7F{E0) ;

alWrite (ledPin3,

Write (ledPin4g,

Practice

Challenge
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After studying this chapter, you will be able to:

1. Describe the drawbacks of detecting motions using a single PIR sensor

2. Implement a ultrasonic sensor on Arduino

// 3. Combine the use of PIR sensor and ultrasonic sensor for motion

detection

4. Use an ultrasonic sensor to trigger LED units

— The Education University
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* In chapter 1, you have already learn how to detect

motions using PIR sensor.

* However, do you think using a single PIR sensor can

/ provide accurate result in terms of movement detection?

—> What if | want to know the exact distance between an

object and the sensor?

— The Education University
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Ultrasonic

sensor Preparation Connection Practice Challenge
introduction

Chapter 3 - Learning
Ultrasonic sensor objectives

An ultrasonic sensor can be used to measure the

distance between an object and the sensor

Transmit wave

ltrasonic sensor

The sensor will first emit ultrasound signal

The signal will reflect when hitting an object

The time difference between the transmit wave and
the reflected wave will be used to calculate the

distance

The effective detection distance in 2cm - 400cm. For the detection of object out of

this range, another sensor will be used (introduced in later chapter)




* We already know using ultrasonic sensor can detect
distance, so why we have to combine the use of PIR sensor,
is that redundant?

5

| » Is that good if the ultrasonic sensor are activated all the time for motion detection?

* Using a PIR sensor to detect if an object is in range = in range = activate
ultrasound sensor to detect distance = in distance range -2 trigger alert

—> (reduce battery consumption)

asonic sensor have to use at least 5V power

LLOaR

‘ ™ AatNIE) o . .
=;*. - .3V pin on Arduino will not work.
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UltChaptfer 3 be.arr:.mg sensor Preparation Connection Practice Challenge
rasonic sensor objectives i troduction
Preparation TV
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1x Arduino Mega 2560 Mainboard

4x male to male jumper cable

---outputs from chapter 1 & 2---



‘ Breakdown of ultrasound sensor

Trig (signal
transmit)



Ultrasonic

— Learnin : : -
U/tChaptfer3 o t'l g sensor Preparation Connection Practice Challenge
rasonic sensor objectives i troduction
Connection

2. Connect the GND pin to the

:
e o~ negative row of the breadboard
reeBE2ARRRTC TAVITNOL A2ATALRA|
o0 - L gg BFEEEREZZ|.
L COMMUNICATION 28
30 EN
TX . w 32 EE]
34 3s

> n 3. Connect the +5V pin to the
O® (FEen) : positive row of the breadboard

Arduino I|

5. Connect the Trig pin on the sensor
to the digital pin 26 on the Arduino
MEGA 2560

/! 6. Connect the Echo pin on the

A sensor to the digital pin 28 on the
Arduino MEGA 2560

(DIGITAL
e e

POWER  ANALOG IN

1. Connect the Ultrasound
sensor to the breadboard

—

7. Connect the GND pin on the

the positive row of the breadboard breadboard



Ultrasonic

- Learnin : . .
U/tChaptfer3 - g sensor Preparation Connection Practice Challenge
rasonic sensor objectives introduction
Practice

sketch_marlBa

int trigPin = 2&;

1. Declare variables to store the pin
number and distance information

2. Set Trig pin to output mode, and
echo pin to input mode

3. Tell sensor to transmit ultrasound

de (echoPin, INFUT);

Slgnal fOF 10mS -:-L-: ior rulseln (echoPin, HIGH);
f 28.1;
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Ultrasonic
sensor Preparation
introduction

Chapter 3 -
Ultrasonic sensor

Learning
objectives

Practice

How about combining the use of PIR sensor?

(5

=

i1}
it
A 1]
=]
]
1]

=

i1}
it
A 1]
=]
]
1]

=

i1}
it
A 1]
=]
]
1]

=

i1}
it
A 1]
=]
]
1]

=

m W W
it ¢t ot it
won e e
= = =
N 0 0
m M M

i1}
it
A 1]
=]
]
1]

i
i
i
i
i
i
i
i
i
i

Connection

from

from

from

from

from o©

from

from

from object
from

from

from

from

from

from okject
from

Practice

-]

1 O iy Co
0 0 o 0 0 0
HHEHHH

[¥]
=

1 0 O Ch
] ] [
=

-] -
n 0 0
g9 8 H

I T T v
I |

=
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Ultrasonic

sensor Preparation Connection Practice Challenge
introduction

Chapter 3 — Learning
Ultrasonic sensor objectives

Practice (2)
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Ultrasonic

sensor Preparation Connection Practice Challenge
introduction

Chapter 3 - Learning
Ultrasonic sensor objectives

Practice (2 — based on chapter 1 & 2)

. _,trigFin; LOW) ;
Remember the program we developed in

pinMode {echoPin, INPUT) ;

Chapter 1 & 2’P NOW we need tO m0d|fy duration = pulseln(echoPin, HIGH):
that program a bit to make to PIR sensor em = (duration/2) / 28.1;

will work together with ultrasonic sensor

ial.print ("Distance from object : ");

1. We first copy the code we written in
the loop() part before into a new .
method = activateUltrasound() here, to run repeatedly:

(PIESensor) ;

2. Now put the method under the if statement, so that

activateUltrasound() ;

se activated if the PIR sensor

elge {
= =] — .

j1as aetected motion, s detection range. Otherwise,
of Hong Kong Library

asound sensor. 1 digitalWrite(trigPin, LOW):;




Challenge

« How about if you want to trigger an alert by

making two LED units to blink interchangeability,

when the ultrasound sensor has detected an

/ object within 60 cm?

— The Education University
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Ultrasonic

sensor Preparation Connection Practice Challenge
introduction

Chapter 3 - Learning
Ultrasonic sensor objectives

Challenge (TIPS 1)




Ultrasonic

U/tChaptfer o= Lsarr:ng sensor Preparation Connection Practice Challenge
rasonic sensor objectives introduction
By reviewing Chapter 2, do you still
Challenge (TIPS 2) . o :

remember how to make an multiple
LEDs to blink interchangeability?

~onst int ledPin 13:;

volid ledBlink() {
hile{1){

~onst int ledPin2 = 12;

e {ledPinZ,

Still remember what to do if you
want to implement LED units?

te(ledPin2,

If you want to trigger an alert by making LEDs to blink, only when an object is

detected within 60cm, how should you construct the if-then-else statement?
|
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After studying this chapter, you will be able to:

1. Point out the difference between active and passive buzzer

2. Implement a active buzzer on Arduino

// 3. Use a ultrasonic sensor to trigger an active buzzer

@ : S
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Chapter 4 — Learning Buzzers

: ] Pr ration nnection Practi hallenge
Buzzer objectives introduction SR Connectio actice Challeng

In chapter 3, you have already learn how to trigger an

alert by making LEDs to blink using ultrasonic sensor.

However, do you think only using blinking LEDs can scare

off suspicious person/possible intrusion?

= In _what way can | strengthen the effect of alerts

delivered by the burglar alarm?




Chapter 4 — Learning Buzzers

Buzzer SSfeies itroduction Preparation Connection Practice Challenge

A buzzer can be used to emit sound at specific pitch

There are 2 types of buzzer Passive Buzzer Active Buzzer

Active buzzer = Can only emit sound at fixed pitch

Passive buzzer - Can emit sound at varied pitch

We will focus on active buzzer this lesson

For active buzzer, since it can only emit fixed pitch sound, you need not input the

/ 'Jul.)l: Vaiue for it.




Chapter 4 - Lgarn!ng : Buzzer% Preparation Connection Practice Challenge
Buzzer objectives introduction
Preparation T e

S
R
&

1x Arduino Mega 2560 Mainboard

1x active buzzer

2x male to female jumper cable

---outputs from chapter 3---




Chapter 4 — Learning Buzzers

Buzzer objectives introduction Preparation Connection Practice Challenge

Breakdown of active buzzer

GND Digital pin

if you want to generate sounds at varied pitch, consider using a passive buzzer




Chapter 4 - Learning Buzzers

B objectives introduction Preparation Connection Practice Challenge

Connection (Active buzzer)

MADE IN

aaaaaaaaaaaaaaaaaa
e L 2R EI33° T 7 TR0, AASRASAann

mmmmmm
xxxxxxxx

““““““““ 3. Connect the +5V pin to the
positive row of the breadboard

(N S S ]

4. Connect the data pin on the
PRI TSI buzzer to the digital pin 34 on the
Arduino MEGA 2560

((((((((((((((((
..............................

..............................
..............................
® 0 @ O O 9 O O O 9 0 O S W O O O O O P O O O QO O SR SO

1. Connect the GND pin to the [ R AR 5. Connect the GND pin on the

negative row of the breadboard | SSEMEEERMMEEAMEED M-S buzzer to the negative row of the
: breadboard

2. Connect the VCC pin on the sensor to
the positive row of the breadboard



Chapter 4 - Learning Buzzers

Buzzer Sl introduction Preparation Connection Practice Challenge

Practice 1 (Active buzzer)

1. Declare a variable to store the pin
number for the buzzer

2. Set the buzzer for emitting a tone for
50ms

& Ci»
v o< 507 1

3. Tell the buzzer to emit another tone v =0; v

ite(buzzerPin, HIGH):;

for 50ms




Challenge

« How about if you want to trigger an alert by

generating a tone, when the ultrasound sensor

has detected an object within 50 cm?

// * And, how to make the siren sound 5 seconds for

every detected object within the specified criteria?

— The Education University
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After studying this chapter, you will be able to:

1. Point out the difference between active and passive buzzer

2. Implement a passive buzzer on Arduino

// 3. Program a passive buzzer to emit a sound with varied tones

4. Use a ultrasonic sensor to trigger an passive buzzer

— The Education University
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Chapter 5 — Learning Passive buzzer

. . : . Preparation Connection Practice Challenge
Passive buzzer objectives introduction ; 8

In chapter 4, you have already learn how to make a

sound at fixed pitch using active buzzer.

However, sometimes you may want to make the siren

effect more prominent, in which an active buzzer may

not fulfill your requirement.

—> What type of buzzer should | adopt to emit a sound with

varied pitches?




Chapter 5 — Learning Passive buzzer

. . : . Preparation Connection Practice Challenge
Passive buzzer objectives introduction 2 8

Still remember the characteristics of the type of

buzzer we have implemented in chapter 4?

Passive Buzzer Active Buzzer

Active buzzer = Can only emit sound at fixed pitch

In this chapter, we will focus on passive buzzer

Passive buzzer - Can emit sound at varied pitch
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Passive buzzer objectives introduction
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1x Arduino Mega 2560 Mainboard

1x passive buzzer

2x male to female jumper cable

---outputs from chapter 3 & 4---




Chapter 5 — Learning Passive buzzer

. . . ! Preparation Connection Practice Challenge
Passive buzzer objectives introduction P 8

Breakdown of active & passive buzzers

Digital pin GND

Uniike the active buzzer, the digital pin of a passive buzzer is longer than its

GND pin, don’t mix it up.




Chapter 5 - Learning Passive buzzer
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Connection (Passive buzzer)

MADE IN
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mmmmmm
xxxxxxxx

““““““““ 3. Connect the +5V pin to the
positive row of the breadboard

(N S S ]

4. Connect the data pin on the
PRI TSI buzzer to the digital pin 34 on the
Arduino MEGA 2560

((((((((((((((((
..............................

..............................
..............................
® 0 @ O O 9 O O O 9 0 O S W O O O O O P O O O QO O SR SO

1. Connect the GND pin to the [ R AR 5. Connect the GND pin on the

negative row of the breadboard | SSEMEEERMMEEAMEED M-S buzzer to the negative row of the
: breadboard

2. Connect the VCC pin on the sensor to
the positive row of the breadboard



Chapter 5 - Learning Passive buzzer

! o : , Preparation
Passive buzzer objectives introduction P

Practice 1 (Passive buzzer)

How about if | want to generate a sound with

varied tone and frequency? = passive buzzer

1. Create a method called intrusionSiren()

2. A sound will increase in hertz from 100hz to
1500hz gradually, each hertz will last for 10ms

3. A sound will decrease in hertz from 1500hz to

100hz gradually, each hertz will last for 10ms

e Education Uinversity
ong Kong Library

Connection Practice Challenge

Same connection as active buzzer,
only need to replace the buzzer
unit to a passive one

sketch_marl7c

int buzzerPin=30;

vold setup() {

pinMode (buzzerPin, OUTPUT) :

intrusionSiren (buzzerPin) ;

vold intrusionSiren(int pin) {



Challenge

« How about if you want to trigger an alert by

generating a tone you have done in practice

when the ultrasound sensor has detected an

/ object within 50 cm?

 And, how to make the siren sound 5 seconds for

every detected object within the specified criteria?

— The Education University
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Chapter 5 - Learning Passive buzzer

! .. : ! Preparation Connection Practice Challenge
Passive buzzer objectives introduction P 8

Chal |enge (TI PS 1) Still remember how to connect an ultrasound

sensor to Arduino? (you may review chapter 3)

Arduino

POWER  ANALOG IN




Chapter 5 - Learning Passive buzzer

Passive buzzer objectives introduction

Challenge (TIPS 2)

Remember the ultrasound program we
developed in chapter 3? We now need to use
it again, and combine it with the program in
practice 2 (with a bit of modification)

1. Declare an unsigned 32-bit integer variable
for storing the duration of the siren sound in
timestamp format (2000L = 2 seconds)

2. Declare a method intrusionSiren() as in practice 2.
Then declare a condition so that if an object is within
50cm detection range, the intrusionSiren() method
will be called to make the buzzer sound for 5 seconds

*** To be more specific, this line means to start
the countdown once the siren start making sound,
and it will compare with the time stored in the
“period” variable. If tStart exceeds the pre-defined
time, the buzzer will stop making sound***

Preparatic allenge

empt

int trigPin = 26;
int echoPin = 28;
{cm <= 50){

long duration, cm; 5 : i
g ’ ’ nzionSiren(buzzerPin):

void setup() {
Serial.begin (9600): voifd intrusionSiren(int pin ﬂ
e({trigPin, OUTFUT) ; ' or{ uint C nillis () nillis ] < period:){
e (echoPin, IH H oL S SN LY R e
ode (buzzerPin, OUTPEUT) ; tone (pin, %, 10):

vold loop ()

ite(trigPint, LOW);

:‘1I|:‘:'1]' H ound I: } {

trigPin, LOW);

trigPin, LOW):

onds (5) ;
e (echoPin, INFUT); calWrit tIig;i:ﬁ., 4IGH) ;
eIn(echoPin, avl onds (10} ;
cm = (duration/2) / 25.1; igPin, LOW):
INEUT) ;
n(echoPin, HIGH);
/25 1

3. We need to construct a method to reset the ultrasound
sensor once the buzzer has made a sound. Otherwise, the
system will stick to the last object distance value, in which will
make the buzzer fail to stop properly.




Challenge

* Minnie claims using an ultrasound sensor

together with a PIR sensor can almost cover all

the possible intrusion scenarios, do you agree

// with her claim?

— The Education University
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After studying this chapter, you will be able to:

1. Point out the limitation of ultrasonic sensor

2. State & explain how an vibration sensor can improve the detection of

irregular movements

/ 3. Implement a vibration sensor on Arduino

4. Use a vibration sensor to trigger alerts (e.g. buzzer, LEDs blinking)

— The Education University
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* In chapter 3, you have already learnt an ultrasonic sensor can

tell the object distance, which cannot be done by PIR sensor

accurately, thus enhancing the object detection.

* However, does that mean all the suspicious motions (possible

intrusion scenarios) can be covered by them?

—> What are the possible intrusion scenarios that may not be able

to covered by either PIR sensor or ultrasonic sensor (or combining

both of them)?

:= The Education University
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Vibration

sensor Preparation
introduction

Chapter 6 — Learning
Vibration sensor objectives

Let’s say there is a suspicious person (or
movement) approaching, as it is inside
the detection area of the sensor (blue
area), he can be detected by the sensor

How about if a person is walking towards the

sensor, but in the green area? As he is out of

the detection area of the sensor, it is possible
he may not be detected by the sensor.

Connection Practice Challenge

Maximum Range up to 33 Meters

Min. Range
—_—




Vibration
sensor Preparation Connection Practice Challenge
introduction

Chapter 6 — Learning
Vibration sensor objectives

A vibration sensor may help addressing to that issue

In case a thief can bypass the PIR sensor &
ultrasonic sensor, if he/she is trying to break into the

room, the vibration caused can still be detected by

the vibration sensor.

Vibration sensors are very common in the anti-theft

alarms for cars, luxury paintings exhibitions, etc.

For vibration sensors on Arduino, we may see a grey switch on its back. By turning it

clockwise using a screwdriver, you can increase the sensitivity of vibration detection




Vibration

V.;:ha;!oter 9= Lsar:!ng sensor Preparation Connection Practice Challenge
ibration sensor objectives i troduction
Preparation

1x Arduino Mega 2560 Mainboard
1x SW420 vibration sensor

3x male to female jumper cable

---outputs from chapter 3 & 4---




Vibration

sensor Preparation Connection Practice Challenge
introduction

Chapter 6 — Learning
Vibration sensor objectives

Breakdown of SW420 vibration sensor

Sensitivity switch

Digital pin GND pin +5v pin

Do not turn the sensitivity switch to a too high/low value, as it may cause false

alarm more easily!




Vibration

sensor Preparation Connection Practice Challenge
introduction

Chapter 6 — Learning
Vibration sensor objectives

Connection (vibration sensor)

@ 2

rrpgREasTTooovootogossananii|l 3. Connect the +5V pin on the sensor to

._ i B the positive row of the breadboard
© OIGEIVET I :
arduino = [gn 3 4. Connect the data pin on the

T T FOUER  ANALOG IN

D Bi3 332 czunzaWs 2o333323 o [ (AR sensor to the digital pin 34 on the

SESSSSIISSPIeeSIeeeeee Arduino MEGA 2560

oooooooooooooooooooooooooooo
oooooooooooooooooooooooooooo
ooooooooooooooooooooooooooooo
oooooooooooooooooooooooooooo
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOO

1. Connect the GND pin to the PR 5. Connect the GND pin on the
negative row of the breadboard sensor to the negative row of the
breadboard

2. Connect the +5v pin on the MEGA
2560 to the positive row of the
breadboard



Vibration

sensor Preparation
introduction

Chapter 6 — Learning
Vibration sensor objectives

Practice 1 (Vibration sensor)

1. Declare a variable to store the pin
number for the vibration sensor

2. Setup a method with return value of the
measured (pulse) value from the vibration sensor

3. Declare a method TP_init() you have just set
up, so that the program will fetch the value from
the sensor for every 50ms

------------------------------ -see the value from the
The Education University

onitor for every 50ms

of Hong Kong Library

Connection

sketch_mar20a

g measurement = pulseln

return measurement;

Practice

Challenge

(vibraction Pim, HIGH);



Vibration

sensor Preparation Connection Practice Challenge
introduction

Chapter 6 — Learning
Vibration sensor objectives

Practice 1 (Vibration sensor)

Autoscroll ] Show timestamp



Challenge

« How about if you want to trigger an alert by

making multiple LEDs to blink, when the

vibration sensor has detected a vibration with

/ pulse value >= 1000 ?

e And, how to make the siren sound 10 seconds,

when an ultrasound sensor has detected an

@ ithin 50cm & vibration sensor has

The Education Universiv i

of Hong Kong Library
For private study or research on'y a vibration with pulse value >= 5007

Not for publication or further reproduction.
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After studying this chapter, you will be able to:

1. State & explain the usage of an LCD display in a burglar alarm

2. Implement a LCD display on Arduino

// 3. Outline the text display mechanisms on a 1602a LCD display

4. Display text on a 1602a LCD display

— The Education University
of Hong Kong Library

For private study or research only.
Not for publication or further reproduction.




* In the past chapters, you may already know how the use

1602a LCD
display
introduction

different kind of sensors to detect motions/irregular

movements, and trigger alerts.

* However, it may be difficult for us to read the actual system

status (how the alarm system is preforming) in detail

- E.g. the actual sensor values

- System status message (and so on)

- Which module should we use to display text messages, such

that the readability of the system status can be enhanced?




1602a LCD
introduction
| * A 1602a LCD module may help displaying text

* With a LCD display module, the people, or the one

who are administering the burglar alarm system,
may have a clearer understanding of the system

status

; @ For simplifying the cable connection, it is recommend the choose the 12C version of
k_ -~ 1602a LCD module, instead of the non-12C one.



Preparation

* 1x Arduino Mega 2560 Mainboard
* 1x12C 1602a LCD display

* 4x female to male jumper cable

:= The Education University
-

of Hong Kong Library

For private study or research only.
Not for publication or further reproduction.




Chapter 7 — Learning 1602a LCD
1602a LCD biect; display Preparation Connection Practice Challenge
display (Part 1) OBJECLiVes introduction

Breakdown of 12C 1602a LCD display module

‘ -,‘ = GND pin
sna‘[ -
3 -— wes SCL| =
YwRobot Ard:ino Ler602 11¢ u1J
N R +5V pin
s e
SDA pin

Backlight adjustment switch SCL pin

Do not turn the backlight adjustment switch to a too high/low value.

Otherwise, you may hardly see the text on the LCD display!




Breakdown of 12C 1602a LCD display module

[

=‘ el Don tithe 1602a LCD to display non-ASCIl characters. Otherwise, garbled
Rem A LLL University I
-:“ v Foxt |;

For pri .. swudy or research only.

displayed.

Not for publication or further reproduction.




Chapter 7 — . 1602a LCD
1602a LCD biecti 8 display Preparation Connection Practice Challenge
display (Part 1) OPJectives introduction
Connection (12C 1602a LCD display) .
3. Connect the SCL pin on the 1602a to
S ' the SCL pin 22 of Arduino
MADE IN . E j: I]l‘
ITALY 5 g::mg a g : . |
- comm dIcaTIon - COOONNO0NNNONNNN
rom 0O = 4. Connect the SDA pin on the 1602a to

— - - the SDA pin 21 of Arduino

T D] FErT I 5. Connect the VCC pin on the 1602a to
the positive row of the breadboard

------------------------- 6. Connect the GND pin on the 1602a to

ooooooooooooooooooooooooo
ooooooooooooooooooooooooo

1. Connect the GND pin to the EEEERREEEEEEEE Ry the negative row of the breadboard
negative row of the breadboard | RERrttritrtErrrRRpRRRRey

2. Connect the +5v pin on the MEGA
2560 to the positive row of the szl
breadboard




Chapter 7 — Learning 1602a LCD
1602a LCD obiectives display Preparation Connection Practice Challenge
display (Part 1) J introduction

Practice 1 (12C 1602a LCD display)

1. Include two libraries for
communicating with 12C 1602a LCD

2. Declare the type of LCD you are
using (i.e. 2 rows, 16 characters each)

3. Set the LCD to display text “Hello
world” on the 15t row

ucation University
r Kong Libraiy




Practice 1 (12C 1602a LCD display)

@ : S
The Education University
of Hong Kong Library
For private study or research only.
Not for publication or further reproduction.




Challenge

* How about if you want show the distance value ¥, A

from the ultrasound sensor for every detected

/ object?
/  And, how to make the LCD display to show a

message, when an object is detected within 50cm?

— The Education University
of Hong Kong Library

For private study or research only.
Not for publication or further reproduction.
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After studying this chapter, you will be able to:

1. State & explain the usage of an LCD display in a burglar alarm

2. Display sensor values on 1602a 12C LCD

1. E.g. distance values from ultrasound sensor

/ 3. Update the text on the LCD display

— The Education University
of Hong Kong Library

For private study or research only.
Not for publication or further reproduction.




* In chapter 7, you may already know how to display text on

a 1602a 12C LCD display.

* To make the text display more meaningful, we can

/ combine the use of LCD display with different sensors in a

burglar alarm:

- E.g. Displaying the actual sensor values

- System status message (and so on)

== The Education University
-

of Hong Kong Library

For private study or research only.
Not for publication or further reproduction.




1602a LCD
display
introduction

‘ REVISION:

* A 1602a LCD module may help displaying text

MeSSages

* With a LCD display module, the people, or the one
who are administering the burglar alarm system,
may have a clearer understanding of the system

status

; @ For displaying real-time sensor values, we need to use extra method from the 12C
&_ - 1602a LCD library, which will be introduced later.




Chapter 8 — Learnin 1602a LCD
1602a LCD biect; 8 display Preparation Connection Practice Challenge
display (Part 2) OBJECLiVes introduction
Preparation

1x Arduino Mega 2560 Mainboard
1x 12C 1602a LCD display

4x female to male jumper cable

1x ultrasound sensor




Chapter 8 — Learning 1602a LCD
1602a LCD biect; display Preparation Connection Practice Challenge
display (Part 2) OBJECLiVes introduction

(REVISION)Breakdown of 12C 1602a LCD display module

GND pin
| YwRobot:'Ardl;'n: ,
: WE%S?EE‘ +5V pin
s a2l
SDA pin

Backlight adjustment switch SCL pin

Do not turn the backlight adjustment switch to a too high/low value.

Otherwise, you may hardly see the text on the LCD display!




Chapter 8 — Learning 1602a LCD
1602a LCD biect; display Preparation Connection Practice Challenge
display (Part 2) OBJECLiVes introduction

Connection (12C 1602a LCD display)

_ _ Still remember how to
s . fraE s e —— ( i connect an ultrasound sensor
H : to Arduino? (you may refer to
------------- LAALLLLLL) chapter 2 for revision)

oo o
X X X X =
= E - ox -

XD GiEe)

Arduio

9
mmmmmmmmmmm
<<<<<<<




Chapter 8 — Learning 1602a LCD
1602a LCD obiectives display Preparation Connection Practice Challenge
display (Part 2) J introduction

Practice 1 (12C 1602a LCD display)

1. Include two libraries for LiguidCrystal I2C lcd(0x27,16,2); Reuse the code in

communicating with 12C 1602a LCD T (e il e
n (8800) bit modification

2. Set the LCD to display the text
“Object distance” in the 15t row

3. Set the LCD to display the sensor
value from the ultrasound sensor

A Sot tno + C5to 0ls play the UpdatEd

cation University A
> Kong Library Y Sl




Practice 1 (12C 1602a LCD display)

The Education University
of Hong Kong Library

For private study or research only.
Not for publication or further reproduction.




Challenge

e How about if you want to make the LCD

display to show a message “POSSIBLE

INTRUSION DETECTED” for 3 seconds,

// when an object is detected within 50cm?
 Afterwards, the LCD should display the

value from the ultrasound sensor again

— The Education University
of Hong Kong Library

For private study or research only.
Not for publication or further reproduction.
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alarm using Arduino

CHAPTER 9 — RC522 RFID MODULE
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After studying this chapter, you will be able to:

1. State & explain the usage of RFID card in a burglar alarm system

2. Implement a RC522 RFID reader on Arduino

// 3. Demonstrate the steps of getting the UID of a RFID card using RC522

4. Display the UID on LCD display

— The Education University
of Hong Kong Library

For private study or research only.
Not for publication or further reproduction.




Chapter 9 - Learning RC522 RFID
RC522 RFID biecti module Preparation Connection Practice Challenge
module OBJECLiVes introduction

In the previous chapters, you may already learnt about how to
implement different kinds of sensors for intrusion detection, as well
as delivering alerts using a variety kind of modules (e.g. buzzers,
LEDs)

However, you may discover we seems focusing on triggering

alerts/alarms using sensors, but how to manually stop an activated

alarms triggered by sensors?

- For example, a burglar alarm has been triggered. After investigation,

the authorized security guard need to stop the buzzer alerts, in what

way can he do s0?




Chapter 9 -
RC522 RFID
module

RC522 RFID

module Preparation Connection
introduction

Learning
objectives

A RFID reader, combining with RFID cards may help

achieving this RC522 RFID Reader

With a RFID reader, the security guard can tap a
designated RFID card to the reader on the burglar
alarm system, to temporarily deactivate the buzzer

alerts manually.
RFID card & tag

Practice Challenge

9@ |.......!;!°

’E.% %5% £
FOEITE

Cloce Cs ¢ c8

(@ >>)>

@ RFID-RC522 @

2\ There are 3 major types of RFID cards in terms of sensing distance. Pay attention when

choosing which type of RFID cards to use




Chapter 9 - Learnin RC522 RFID
RC522 RFID biecti & module Preparation Connection
module SIeJ|EENTEE introduction
Will be implemented in
Type of RFID card: this & next chapter
Type Sensing distance

Close-coupled <lcm

Proximity >1cmand<10cm

Vicinity Within 50 cm

Practice Challenge

In this chapter, we will first
introduce how to read the
unique UID of a RFID tag

2\ For the close-coupled type, you need to tap the card VERY CLOSE to the reader for the

_card to be successfully read




Chapter 9 - Learning RC522 RFID
RC522 RFID biecti module Preparation Connection Practice Challenge
module OBJECLiVes introduction

Preparation

1x Arduino Mega 2560 Mainboard
1x 12C 1602a LCD display

4x female to male jumper cable
4x male to female jumper cable
1x RC522 card reader

1x RFID card




Breakdown of RC522 RFID reader

MOSI pin] [ SCK pin ]

@ W\ /he, y
.;i Tt LA LLL AR T i
.- Al w06 “
For pri .. swudy or research only.

Not for publication or further reproduction.

ber mapping is different between Arduino UNO & Arduino Mega

extra attention during implementation




Chapter 9 — Learning RC522 RFID
RC522 RFID biecti module Preparation Connection Practice Challenge
module OBJECLiVes introduction

Connection (RC522 RFID reader)

3. Connect the GND pin on the reader
to the negative row on the breadboard

mmmmmmmm

Rg 2Z2FRRAl : ! o 4. Connect the RST pin on the reader to
i the digital pin 8 on MEGA 2560

MADE IN .

ITALY ., v p w @mmaog @ ™~ 00 mMmuMAO T o0~ <o oA

RFID-RC52

5. Connect the MISO pin on the reader
to the pin 50 on MEGA 2560

™ !_..m.ummm.- ..,_.‘- yy us

i MEG! PRIEEC 47

Mreresasserassennen = = 4a 49
5k0

Arduino

e o @
=
POWER  ANALOG IN @ W S T TR U S

mmmmmm
E0 2228 ocoAanmzxur aoar aaaSaQ
<<<<<<<<<<<<<<<<<<<<<<<

6. Connect the MOSI pin on the reader
to the pin 51 on MEGA 2560

1. Connect the GND pin to the
negative row of the breadboard

....................
.............................

8. Connect the SDA pin on
the reader to the digital pin 9
on MEGA 2560

7. Connect the SCK pin on the reader to
l the pin 52 on MEGA 2560

2. —Directly connect the +3.3V pin on the
MEGA 2560 to the 3.3v pin of the RFID reader



Chapter 9 - Learning RC522 RFID
RC522 RFID biecti module Preparation Connection Practice Challenge
module objectives introduction

Practice 1 (RC522 RFID reader)

Source: swf.com.tw

In general, a RFID card consists of 1KB EEPROM memory, and it

is divided into 16 sectors. Each sector consists of 4 blocks. The

ﬂ we need to read is stored in block 0 in sector 0 (0, 0)
ty




Chapter 9 - : RC522 RFID
Learning

RC522 RFID biecti module Preparation Connection Practice Challenge
module OBJECLiVes introduction

Practice 1 (RC522 RFID reader)

1. Include two libraries for

$define SDRA S

communicating with RC522 RFID reader fdefine RESET 8

RFID RC522 (SDA, RESET):

void setup ()

2. Define the SDA & RST pin number
3. Initialize the RC522 RFID reader

4. Detect RFID card for every second. If
a card is detected, read the UID stored

. . . .
--—-v_v-—v---t—v-----—-—l

Education Universisy onitor

Eeria;.p:;:tiECEEE.SEIHam[iI,DE;];

decimal format

Serial.printlin{):




Chapter 9 - Learnin RC522 RFID
RC522 RFID biecti & module Preparation Connection
module objectives introduction

Practice 1 (12C 1602a LCD display)

€ COM9

Card detected:

Now tap the RFID cards to the reader.

Card detected:
93136180592

If successful, you should see the card
UID in the serial monitor

Autoscroll [ ] Show imestamp

Practice

Challenge



Challenge

* How about if you want show the card UID on

the 1602a LCD once a compatible RFID card is

detected?

// e And, how to make a buzzer to sound, if a

unauthorized card is detected?

e And how to disarm the intrusion siren with a

— The Education University
of Hong Kong Library

For private study or research only.
Not for publication or further reproduction.




Chapter 9 - Learning RC522 RFID
RC522 RFID biecti module Preparation Connection Practice Challenge
module OBJECLiVes introduction

Challenge

Still remember the 1602a LCD
o - S 1. connection? You may refer to
- n " 30000 the notes of chapter 7

O® (e

Arduino

RFID-RC52

DI ITAL
e £

Xl B p U gee o @ o8 @0 e e e eEe e e
POWER ANALOG IN @@ - T HPEE KRR R I

fritzing



Chapter 9 - Learnin RC522 RFID
RC522 RFID biecti 5 module
module ORJectives introduction

Challenge

1. Remember to include two libraries for
1602a LCD

2. 1602a LCD initialization

3. Initialize the RC522 RFID reader

4. Show a message for detected RFID

card and its UID
‘IIIIIIIIIIIIIIIIIIIIIIIIIIIII'

Preparation

Connection

) RC522 (SDA, RESET):

rold setup ()

void loop ()

if

(RC522.isCard())

Practice

Challenge



Developing a simple burglar

alarm using Arduino
CHAPTER 10 — RC522 RFID MODULE

®
.= The Education University
—— 01 fong nong Library
FOrRA AR rraT e reR RV
Not for publication or further reproduction.




After studying this chapter, you will be able to:

1. Recall the possible use of RFID card in an burglar alarm system

2. Disable the triggered alerts using an dedicated RFID card

— The Education University
of Hong Kong Library

For private study or research only.
Not for publication or further reproduction.




RC522 RFID
module
introduction

* In chapter 9, you already know how to read the unique UID of

an RFID card.

Ready to Arm |

* Then, how about stopping an activated alarms triggered by

sensors using a dedicated RFID card?

S L3
. £ (o
s

—> For example, how to stop an alarm using a RFID card with

UID “XXXXXXXX”?




Chapter 10 - L . RC522 RFID
earning : :
RC522 RFID biecti module Preparation Connection
module (2) OBJECLiVes introduction

RFID card & sensor revision

A RFID reader, combining with RFID cards may help

achieving this RC522 RFID Reader

With a RFID reader, the security guard can tap a
designated RFID card to the reader on the burglar
alarm system, to temporarily deactivate the buzzer

alerts manually.
RFID card & tag

Practice Challenge

'@I....Q..!:l“’

:-u R {'p:?h |

o %E%E%H
). - ok @

TITITe

Cloce Cs ¢ c8

@)

@ RFID-RC522 @

BN The (0, 0) sector of a RFID card, which contains the UID of itself, is read-only.




Chapter 10 - Learnin RC522 RFID
RC522 RFID biecti 8 module Preparation Connection Practice Challenge
module (2) OBJECLiVes introduction

Preparation

1x Arduino Mega 2560 Mainboard
1x 12C 1602a LCD display

4x female to male jumper cable
1x RC522 card reader

1x RFID card

1x LED unit

* 1x 2200hm resistor




RFID card & sensor revision
Breakdown of RC522 RFID reader

MOSI pin] [ SCK pin ]

— The Ed
of Hony

For private study or | \
Not for publication or further reproduction.




Chapter 10 - Learning RC522 RFID
RC522 RFID biecti module Preparation Connection Practice Challenge
module (2) OBJECLiVes introduction

Connection (RC522 RFID reader)

nadE IN @

ITALY ... gyemmagere r2aw=nmnao zaanssogg
L

bz SaaA
mmmmmmmmmm

o o -~
Pun == fgfgE~l
L= COMMUNICATION
TX . . [l
RX on

O® (e

Arduino

POWER ANALOG IN

B The Educaricn University feoewe seeey svvve svveye sy
gw of Hong Kong Library

orivate study or research onmy.



Chapter 10 - Learnin RC522 RFID
RC522 RFID biecti g module Preparation
module (2) OBJECLiVes introduction

Practice 1 (RC522 RFID reader)

1. Include two libraries for RC522 RFID
reader

2. Define pin number for the LED and
ultrasound sensor, and variable for
storing distance data

3. Define variables for storing the UID
read by the reader, and the UID of the
designated card

4. Detect RFID card for every second. If
[ ead the UID stored
decimal format

EdusCosd il s i

{ong Kong Library onitor

Connection Practice Challenge

5. Read the distance data and
store it into variable cm

6. If object is detected within
50cm, the LED will blink
continuously until a designated
card is tapped on the reader



Chapter 10 - Learnin RC522 RFID
RC522 RFID biecti 8 module Preparation Connection Practice Challenge
module (2) SIeJ|EENTEE introduction

Practice 1 (RC522 RFID reader) Ecsanmm

te(ledPin, LOW):

7. A method for making a LED unit to
bllnk vold cardDetect () {

if (RCS52Z2.isCardi())

cadCardSerial () ;
8. A method for detecting RFID cards Tom(anE amrassaa)

uid = uid + String (RC522.serNum([i], DEC) ;

al.print (uid) ;

9. A method for resetting the
ultrasound sensor after each detection
of an object




Practice 1 (12C 1602a LCD display)

M The Education Unive

@
= :
.- of Hong Kong Librar
For private study or research only.
Not for publication or further reprc




Challenge

 Try placing an object within 50cm of the sensor,

and not moving it away. Discover if there’s any

 Try adding a passive buzzer, so that the LED will

blink and the buzzer will sound until a designated

problem with the coding. If so, what’s wrong?

— The Education University
of Hong Kong Library

For private study or research only.
Not for publication or further reproduction.

d, when an object is detected.
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After studying this chapter, you will be able to:

1. Recall the skills of disabling the triggered alerts using an dedicated RFID

card
2. Debug & correct the possible bugs of triggered alerts

3. Trigger multiple kind of alerts using RFID card

==

For private study or research only.
Not for publication or further reproduction.

The Education University
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Learning
objectives

* In chapter 10, you already know how to disable alerts

triggered by the ultrasound sensor using RFID card

* However, is it the same with the detection of static objects

and moving objects?
Ready to Arm ‘

- For example, a person walk pass the sensor

V.S.

A person walk in|front of the sensor and stay still




Chapter 11 — RC522 RFID

Learnin : . :
RC522 RFID be.a t.l g module Preparation Connection Practice Challenge
module (3) objectives introduction
. M
Review

Try to look the part (in red) of code you

developed last chapter, have you noticed a

problem?

* No matter an object is detected or not, the sensor
always keep running.

e If an object approached the sensor then stay still, 5

the sensor will keep detecting the same object dsmano;

again & again

==y
Tige E

of Hon
. T~

~
0

P

So, what will happen due to these issues?

privatestud

resetUltraSound() ;




Chapter 11 - Learning RC522 RFID
RC522 RFID biecti module Preparation Connection
module (3) objectives introduction
ultrasoundLEDRFID §
Review

So, what will happen due to these issues?

Since you haven’t design a way to temporarily
stop the sensor from running after each object

detection, if a still object is in front of the sensor:

Object detected

Make LED to blink x1 Make LED to blink x3

Make LED to blink x(n)......

- The blinkLED() method will be called
infinitely, which will cause the LED not to blink

Practice

Challenge



Chapter 11 - Learnin RC522 RFID
RC522 RFID biecti 5 module Preparation
module (3) objectives introduction

To avoid mistakes, the flow of delivering alerts

should be as follows:

Sensor start running

If an object is detected

Trigger alerts (LED, buzzer, etc)

Temporarily stop sensor from running

If a dedicated RFID card is tapped on the reader

Resume the sensor

Else keeping the sensor in “STOP” status

4. Else keep the sensor from running

Connection

muals (dUid)

Practice

== false)}{

Challenge



Chapter 11 - Learnin RC522 RFID
RC522 RFID biecti 5 module Preparation
module (3) objectives introduction

So how to implement these in coding?

We need a flag to store the status of object detection

i.e. object detected = true
No object detected - false

Hence, if flag = false = sensor running

If flag = true = stop sensor temporarily

Connection

ultrasoundLEDRFID §

RFID RCS522 (SDR, RESET);

1= (dUid)

Practice

== false)}{

Challenge



Chapter 11 - learming RC522 RFID
RC522 RFID biecti module Preparation Connection Practice Challenge
module (3) objectives introduction
P ra Cti Ce 1 ultrasoundLEDRFID

Using the same program in chapter 10:

int trigPim = 26;
echoPin = 28;

1. Add a Boolean variable for long duration, cm:
storing the object detection status N

e P““”'ml . 2. Add a if-statement, so that only

resetUlgraSound () ;

_ if no objects are detected, the
;Lil_:_ .;;.;cll:.aIn:lSEIi.al (): sensor will run.
4. Add another if-statement, so that if the 3. If an object is detected, the Boolean
triggered alerts are disabled by a RFID card, value stored in isDetected will become
the value stored in isDetected will become “true”, which the running of sensor(s)
false, which will make the sensor(s) will be paused

resume operation(s) again

del = 9| 200}



Practice 1

:- The Education University

-= of Hong Kong Library
For private study or research only.
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Challenge

* |nstead of just the LEDs, add a buzzer unit, so that if an

object is detected (including still & moving objects), LED |

blinking & buzzer siren alerts can be delivered properly

* Tryadding a 1602a LCD, so that not just alerts will be

delivered, but also the related system messages will be

shown on the LCD (which sensor is triggered/distance

SR CRCA Y PN CeoN ) .
- Inform: authorized RFID card or not)

For private study or research only.
Not for publication or further reproduction.
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After studying this chapter, you will be able to:

1. Recall the characteristics of sensors in a burglar alarm system

2. Select appropriate sensors & integrate it to form a burglar alarm system

with different functions, based on the given scenarios

— The Education University
of Hong Kong Library
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Review of sensors (1)

* If you want to know if a person is in the detection

range of the system, you should use Sensors

* If you want to tell the particular object distance, then

// sensors should be used

* May claims she can use an active buzzer to emit a

sound with varied pitch, is her claim correct? (YES/NO)

— The Education University
of Hong Kong Library
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Review of sensors (2)

* Sam decided to display a warning message on a 1602a

LCD, and he wants the message to be displayed starting

from the 15t character on the 2" line. He claims the

code “setCursor(1, 1)” can help him to do so, is his claim

// correct? (YES/NO)

* Mary said a RFID card can only be used for disabling

something, but not triggering something in a burglar

= att SHY you agree with her?
# The Education University
= of Hong Kong Library
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Sensors integration

* |In the previous chapters, you may know how to use

different kind of sensors to trigger alerts

* However, in reality, the sensors integration is usually

much more complicated. There is no best integration
// that can provide the best level of security.

* Instead, we need to carefully investigate the

requirements by customers or companies, so as to

come up with an integration / design which can best

®
.= The Educaticisaresaia
-- of Hong Kong Library
For private study or research only.
Not for publication or further reproduction.




Scenarios

|

) i..

¥

Client C

For private
BB o tion or further reproduction.




Chapter 12 -
Consolidation &
Conclusion

Learning Review of

.. Scenarios Connection Example Round-up
objectives sensors

In the following, we will take “client C” as the

An integration of connections we

example of implementation have done in previous chapter
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Chapter 12 -
Consolidation &
Conclusion

Learning Review of

.. Scenarios Connection Example Round-up
objectives sensors

C“ent C examp|e (1) We use the same programs developed in previous chapters,

. with a bit modification to make the example “Client C” to work

Variable initialization for buzzer,
RFID, LEDs, ultrasound sensor
and object detection status

nt buzzerPin

kool isDetected = false;

Initializing installed modules
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Conclusion

Learning Review of

.. Scenarios Connection Example Round-up
objectives sensors

C“ent C examp|e (2) We use the same programs developed in previous chapters,

. with a bit modification to make the example “Client C” to work

buzzerSiren():

£ (sspetected — Teise) To configure the loop part, so that the

a system will make LEDs to blink, and to

make the buzzer to sound, when object
distance <= 50cm is detected

Display distance information on LCD

Reset the message on LCD, once the
alarm system is resetted with RFID card




Chapter 12 -
Consolidation &
Conclusion

Learning Review of

.. Scenarios Connection Example Round-up
objectives sensors

C“ent C example (3) We use the same programs developed in previous chapters,

. with a bit modification to make the example “Client C” to work

viold BlinkLED() {
dig ite (ledPin, HIGH}: T

The method for making 2 LED units to blink

The method for making the active
0; y++) 1 buzzer to sound
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, objectives sensors
Conclusion — “70TTTUTT e
C“ent C example 4 We use the same programs developed in previous chapters,
void cardDetect () " with a bit modification to make the example “Client C” to work

if (RC522.isCard())

r
L

uid

The method for detecting & identifying
RFID card

The method for resetting the sensor
(ultrasound in this example)




Round-up

 Using the programs you have developed in previous

chapters, can you help customer A & B building the

burglar alarm according to their requirements?

 Apart from the type of sensors you have learnt in these
12 chapters, can you think of some type of sensors which

can further enhance the functionality & security level of

e e st A liirol arm P,
of Hong Kong Library ’
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